
Risk Assessment For Credit Card Fraud

Credit card fraud is growing within retail premises and retailers must develop internal preventative procedures 

to ensure their businesses do not suffer losses as a result of banks holding retailers responsible whilst they 

investigate stolen card transactions. It would be worthwhile to carry out the following risk assessment on a 

6-monthly basis and with any new personnel in order to minimise the risk of fraudulent activity and potential loss.

Assessment Current Situation Action Required
Ensure staff are aware that repetitive and 
multiple purchases of the same item, eg 
cigarettes, alcohol and lottery, can be traded 
for cash and ask them to remain alert to the 
possibility of fraudulent activity.

In order to deter banks from detecting unusual 
activity on an account, the perpetrator will carry 
out small transactions in the hope that the fraud 
will go unnoticed.  

Ask staff to watch out for repeated, small 
transactions.

There is a 30 day credit billing period before the 
account holder may notice any unusual activity on 
their account.

The same card could be presented for similar 
products by several different people.   Where 
possible, check the name on the card and if 
you suspect it has been stolen, advise that 
“contactless payments” are temporarily 
disengaged and revert to chip and pin for added 
security.

 

Fraudsters tend to attack at busy times of the day 
when staff are concentrating on keeping queues to 
a minimum.   

Ensure staff are aware of peak periods so that they 
are prepared and remain vigilant at these times 
as customers will be moving in and out in quick 
succession.

Most customers tend to carry their credit/debit 
cards safely in wallets, only bringing out the card 
at the end of the transaction. 

Staff should be on alert if the card is isolated in the 
hand for speedy payment.

Credit/Debit card in hand coupled with the 
purchase of alcohol, tobacco and lottery, should 
be treated as a warning sign and the sales 
assistant should inform the customer that 
“contactless payment” is temporarily disengaged 
and ask if they are happy to carry out a chip and 
pin transaction.
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Other items that are known to be purchased with 
stolen cards can be:
• Top shelf magazines
• Deodorants
• Shavers
• Tea
• Coffee

in fact, any items that can easily be sold on for 
cash.

Prepare staff for the possibility that multiple 
transactions may take place for similar products, 
and ask that they try to identify the card, ie  key 
features – the last few digits of the long number 
or the name on the card - and become familiar 
with the face of the person presenting it.  

This will help should the card be presented for 
contactless payment at a later date/time.

In order to be PCI DSS compliant, retailers need 
to have their receipt for transactions correctly 
filed as per the till/days takings in case they are 
subjected to an investigation.

If staff are responsible for producing these 
receipts, ensure they are aware of their 
importance and familiar with the filing process.

Carry out regular checks on CCTV cameras to 
ensure they are fully operationally.

These should ideally be placed at the till point as 
well as outside the premises.   

If your transactions are under investigation, 
the recordings can be used to help identify the 
fraudster.

Employee Signature:          Date:    

Employer Signature:          Date:     

Date next assessment to be carried out:       


